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Privacy and Ubicomp

What en earth might this mean?

ihe definien of privacy. that Il uselis the

iy tercentrel What happeEnSs 1o persenal
IRiermation

DIStiRC eI SECULIW, WhHICHICeVers:a
mulbttde eifgeals (lhethrhelpitifand
Rarmitl te: prvacy)

Let’s look at some ubicomp platierms




Ubicomp (1) - smart dust

Thousands of moles deployed in a self-
eliganising netwoerkior sunvelllance

TRISIS IR direct teRsien Wit thelnterests
eff the paity uneder sunvelllance

Whatmight prvacy mean - thel shaltnol
meniter any: Us citizens 2

Privacy In this context Is a matter of
riegulation net technology:




Ubicomp (2) - REID

Big focus oft US| privacy CORcerns
Passive tags retuiming £26-bit unique. ID

Argument aboui refling yourfrndge - bl at
Hean akouicoRtel e suppIY: CHaIRS

Can 2 thind paty scan net ustwihatyourre
Wealing butWhereyeu holghtin Wihen and e
ROW mMUch?

Iirgeered broad spectrium resistance fromi trade
policy wonks to fundamentalist Chrstians

Privacy? Mayhe just kill it on purchase




Ubicomp (3) - In the car

LLatest cars have 40-50 CPUs, CANBUS,
plueteotn

Clesest te Uhicempiideall off computers
embedded nvisinly everwnere - Serous
ailempitermake them usable; atiematicielc
Grewing prekiemeiieattre interaction - multiple
administraters)/  GWners:

Worries abeut platiorm: vulneranility

Privacy Issues - combination of GSM, GPS,
0gging, read pricing and DRM Is potentially
ethal for customer contrel of personal data




Ubicomp (4) - the digital home

\/ision| (e.q. Tleshiba U-heme) - appliances
talkviar UWEB, 802.11, bluetooth), IR; REID

HGWW talks Broadhand tereuiside Worlc

PKIFprevides universalidentiiiers. Couid
Simplin usingHlighier-weignt imechanisms,
UL, Infany. case...

Trrust management gets complex! E.g.,
Ellison’s argument for compartmentation




The Privacy Dilemma (1)

Price discrimination; Is efficient in general!
(e.g; 1t Banclays will pay 8K andil_leyds 4K
ferWitingla epoelit that cests me: 10K

llechnelogical progress deepens boii the
INCEntive: and the epperttRity el this

\/enadors demanadrever more iniermation

Although PETIS canibe designed, firms
can't sellfthem (ZK, Securicor, ...)




The Privacy Dilemma (2)

People say that they value prvacy, out
penave differently

BIgeest paperiepiciat WEIS 2003...

Seme parial explanaiensinow availanie,
.0, lypPe: el geeds; nattie o discounting:..:

[ECONGMIES Of privacy new: a developing
discipline; see Alessandre Acquisti’s web
page at CiViU




Odlyzko’'s warning

IHome envirenment Is likely 1o be more complicated
than the effice envilionment teday.

IHemEe: users genenally less knewledgeanie

WillFeedite oliseUrcE tne  setllp and malntenance: of
nome applIaNnCes tereXpents = thalis; remote
administEauoen

Users given vaiying degrees oifcontirel, “depending
en skills and trustworthiness:

\We can already see the beginnings ofi this 1n moknile
phone and' car electronics markets




Can we do better?

\We have ciphers, PKIs, ducklings and
[USt management Engines galoere

e current bottieneck 1s secuity usalility

'S taken S0 ears 10l come upWithways
eff managing thermilions ei IS o SECUTILY,
statenn a typical conpany.

fhe home: Iss moere complex still

Meanwhile, consumers have difficulty with
VCR' programming and PC admin




The right abstractions?

Roles?
Groups?
FOCAlIONS?
Blranes?
Peeple?

=lle types?
=[le creators?




Ubicomp and Usability

U-Vision - embedded devices will'lbe easy to
Use, thus eliminating the PC's frustrations

\Viere seher view (©dlyzkoe) - trade-oii DEWeEen
fiexipniny/ anefease el Use isidifierent for aiferent
USErS (and same user at different times/iasks)

Nemman's human-centered engineenngs
assumes mature products (aleng way efil)

\WWenwill sull e frustrated, but ata nigher level of
functionality, and tnere will oermore: of us willing|to
e frustrated’




““Well, officer, the coffee pot at home tried
to tell my PDA to buy some Colombian beans on
the way home, but the car overheard the message
and took it as a command te turn for the
grocery store right away...”’




Market demand fior usability?

“IVicresofit has triumphed Because It has given
US What\Wwe askedHfior: constantnovelty.
colpledwithraceeptanle: stannliy, ratherthan
theetnerway/aneuna: . Peeple talk simplicity
PUL LN/ TEatures ana Py the ConsegUEnCEs:
Complex features multply nidaen costs and
erode hoetn efficiency and simplicity.” (E
Trenner, “Tfhe Microsoft We Deserve”, NYT)




Usability and incentives

User sees his phene banking|app not as a
\/odaliene thing but a Nawiestthing

Hirwoerks, Nalwest-gets the credit
I deESHI, Vodaiene getsithe elame

RACENUIVES arenit ght fer the app VeRaor
Ol the platiernm Vender

\Worse - there are hali-a-dezen stages In
the supply chain. Whe'llfdo the work?




Sclentific challenge

Computer seientists have spent the last 50 years
pUIlding teels that helprdevelepers get alittie: it
further Uprtie complexity: mountain

RISk thermestiat’ - the: same: propertion of
Prejects falll, BUE they are BIGger prejectsieach
\ear

e complexity that new: matters most, o
pUIdInG predictanie depenaanie systems; IS net
fiemithe CPU'S viewpoint but the brain s

What should we design now: instead of
languages, compilers and CASE tools?




Conclusion

Prvacy Is a socle-technical system. We
Have e get Incentives and policy right as
Wellrasimechanism andiassurance

Vigny el the INCERUVES g0 e Wieng Way/ -
andrUbicomprmay make then \Worse

16 dorketter, We have a kg heitieneck ie
deal witihr- securty, usanility,

What should it mean for semeone to ‘lock
the digital frent deor’?




