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1 Abstract

We aim on defining an integrated framework for the (automated) analysis for
security and trust in complex and dynamic scenarios.

In the last years, several formal languages for describing distributed and
communicating protocols have been refined to model at a high level of abstraction
some specific features of cryptographic protocols.

Cryptography is usually modeled by representing encryptions as terms of an
algebra, e.g., E(m, k) may represent the encryption of a message m with a key
k. Usually, the so-called perfect encryption abstraction is adopted: encryptions
are considered as injective functions which can be inverted only by knowing
the correct information, i.e. the decryption key. For instance, common inference
rules for modeling the behavior of the encryption and decryption (in a shared-key
schema) are the followings:

m k  E(m,k) k
d )

E(m, k) m

which should be read as: from a message m and a key k we can build the
encryption E(m, k); from an encryption F(m, k) and a decryption key k we can
obtain the encrypted message m.

The long standing tradition of modeling the specific features of cryptographic
functions as term-rewriting rules met the powerful verification techniques devel-
oped for process algebras. As a matter of fact, several formal languages for
describing communication protocols, for instance CSP [7], have been exploited
for representing cryptographic protocols without changes in syntax or semantics:
the inference rules have been given at the meta-level of the verification. Instead
others, like the m—calculus [1] and the CCS [8, 10], have been effectively refined:
the m—calculus have been equipped with two pattern matching constructs for
modeling message splitting and shared-key decryption, respectively; the CCS
has been equipped with a term-rewriting construct that permits to infer new
messages from others, i.e.:

[my my, F z].P

which denotes a process that tries to deduce a message m from the messages in
my, ..., my, and when it succeeds it substitutes this message for z in the process
specification P. The language is called Crypto-CCS ([8]).


dc
Text Box
Trust specification and analysis


Formally, we may consider a set of relations among closed messages as: ,.C
PFin(M) x M, where r is the name of the rule. Given a set R of inference rules,
we consider the deduction relation D® C Pf"(M) x M. Given a finite set of
closed messages, say ¢, then (¢, M) € D if M can be derived by iteratively
applying the rules in R. For the sake of simplicity, we assume that F, (for each
r € R) and DR C Pf"(M) x M are decidable. Such inference systems allow
us to cope with the variety of different crypto-systems that can be found in the
literature.

However, when one analyzes a security protocol, usually assumes that public
keys, digital certificates, and generally speaking credentials are already given,
and does not check how these are formated/managed. Such a limited view seems
not enough for dynamic, fully interconnected systems, where access control poli-
cies may change and typically may also depend on credentials presented by users.

Similarly, when one wishes to formally analyze (e.g., see [2]) access control
systems, the authentication mechanisms (usually a security protocol) is given
for “secure”, without further specification.

The interplay between security protocols and access control mechanisms/policies
is crucial. A good analysis framework should take an holistic point of view.

As a matter of fact, it is worthy noticing that the idea proposed by Cryp-
toCCS of using inference constructs is also useful to model access control mech-
anisms based on credentials in distributed systems (e.g., see [12, 4]).

Ezample 1. Indeed, consider a set of credentials, i.e. (signed) messages contain-
ing information about access rights. Assume that {4, 0b;,+},,) means that
the user C' (via the signature with its private key pr(C)) asserts A has the right
to access the object oby and may grant this access to other users (this is denoted
through the symbol +). A rule like:

{A,0b1, +}prc) pr(C) {grant B,obi},.(a)
{B70b17+}pr(0)

may be used by the controller C' to issue other access right credentials, after
receiving an indication by A, i.e. the signed message {grant B, o0b; }p,(a)-

(acee)

Thus, we may also consider the inference rules as an abstract mechanism to
express security policies usually defined using other mathematical models and
logics (e.g., see [5, 12]). Moreover, it is also possible to encode with inference
systems the mechanisms for reasoning about trust proposed in [6]. Having a
unique language will allow us to model the interplay between security protocols
that use the trust relationships among different users, and the ways in which
these relationships are created (that often rely on security /interaction protocols).

The fact that we can both model cryptography and some form of creden-
tial/trust management with the inference construct of CryptoCCS allows us to
use the software tools and methodologies already developed for security protocols
analysis to the more general case where credentials are explicitly managed. In
particular, in [11] a software tool for automated security protocols analysis has
been defined an in [9] has been extended to cope with a huge class of inference
systems.



It is worthy noticing that the CryptoCCS has been previously defined to set
up a uniform framework for the analysis of security properties and information
flow (non-interference) with the same machinery (e.g., see [3]).

To sum up, the flexibility of the inference construct as a modeling tool may
allow us to study and analyze uniformly several aspects of network/system se-
curity and trust.

Research overview. This line of research is supported by the project (ready
to start) "Model-based design and validation for web services” funded by CSP
and we are currently working on a project proposal called ”Trusted e-Services
for Dynamic Coalitions” that should be funded by CNR. In this proposal we
try to uniformly investigate issues of Business processes (Web services), GRID,
Autonomous agents, Mobile ad hoc networks. Many of these aspects are covered
by the Information Security Group of IIT-CNR. These projects continue our
long-term research goal of promoting a cross fertilization between trust and
security. In this line of thought, we started together Theo Dimitrakos, a workshop
on Formal Aspects in Security and Trust (see www.iit.cnr.it/FAST2003 - the
next edition will be affiliated with 18th IFIP WCC2004).
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