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I. I NTRODUCTION

In all computer systems, interactions between parties require the establishment of a level of trust that is determined to be
sufficient to permit the requested action to take place. Traditionally, such trust has been policed centrally by having authorities
that determine whether or not an individual is trustworthy (cf Equifax etc.). To make this work, several premises must hold:
(1) there is widespread trust in such authorities (2) the penalties that the central authorities can impose by withdrawing their
sanction are sufficiently severe as to discourage bad behaviour (3) it is not possible for individuals to easily change their identity
to avoid such penalties. It is questionable whether these premises are met in existing networks; however, in ubiquitous computing
environments, they are highly unreasonable as general assumptions (which is not the same thing as saying that such central
authorities can never exist or be useful). Thus, in order to build truly ubiquitous systems, it is necessary to develop decentralised
security mechanisms that give useful information about trustworthiness in the absence of a central point of reference or control.

Ensuring cooperation by evaluating likely trustworthiness locally has formed the basis of a number of studies [2], [5], [10],
[11]. A large body of research has also focused on creating algorithms that evaluate trust incrementally based on induction based
over a history of direct observations and the testimonies of witnesses [1], [2], [9], [12], [13], amongst others. These studies,
however, ignore two important factors: firstly the effect of the physical, behavioural and organisational constraints of components
in creating sustainable decentralised trust-based mechanisms, and, secondly, the influence of the embedded social networks from
which witnesses are derived in facilitating cooperation and gathering information about prospective trustees.

Cooperating through trusting intentions carries greater perceived risk than centrally managed trust, because policies are local,
policy violation is local, and consequently enforcement is local. This is in part due to our self-imposed constraint that insists that
we do not rely on centralised trusted bodies. However, in game theoretic terms, this leads to the problem that opportunism becomes
the dominant strategy, especially when interactions are unpredictable or infrequent [4] in view of the fact that memory constraints
may limit the length of history that principals can hold. This, combined with the discounting of the payoffs for interaction in the
far future makes reciprocity alone an unrealistic strategy for facilitating cooperation.

The difficulty here is that the perception of risk is actually wrong; the attempt to assure certainty in trust through centralisation
is only superficially equivalent to the control of risk. In reality, risk is multi-dimensional (it applies differentially in different
contexts of application) and inherently local (not all trusting decisions can be delegated). Ignoring these factors does not actually
make the control of risk any simpler, though it gives the appearance of having done so; it just results in the use of an inappropriate
oversimplification. As Braynov et al. state:

“. . . In risky environments, trust enables cooperation and permits voluntary participation in mutually beneficial transac-
tions which are otherwise costly to enforce or cannot be enforced by third parties.” [3]

Thus trust/reputation management mechanisms are inherently concerned with addressing the problem of risk reduction in
interaction. However, as a number of highly cited theoretical examinations of trust show [6], [7], [8] (amongst others), to make
this work it is essential to consider:

1) The need for a credible threat of punishment to facilitate cooperation by making compliance with the terms of a transaction
an incentive for gaining access to further transactions

2) The high value of the embedded social network of principals as a source of high quality information.
The former point is no different to the premise on which the centralised trust approach is based. It is frequently argued that

the lack of assurance of identity or the lack of an incentive to maintain a consistent pseudonym is a problem for this environment
since it allows individuals to avoid punishment. However, this misses the point somewhat. There is norequirementon principals
to accept a weaker form of assurance about identity than in any centralised system; however, if theychooseto do so, then it is
desirable to ensure that there are still consequences to cheating resulting from collective approbation of, of exclusion from, a
community that has value to its members. Since these sanctions can, at best, be applied to a pseudonym, their true cost to the
attacker lies in the cost of re-establishing the same degree of trust that was abused. Thus,caveat venditor.

II. SOCIAL NETWORKS

Social network theories such ascohesive groupssuggest that trust and its global incarnation (reputation) are in part group-
based (embedded in the social network from which information is gathered) and that these groups can offer dense information
channels that keep members up to date while creating an inherent control mechanism in the form of gossip and collective reward
or punishment i.e. increased or reduced levels of cooperation. However these theories do not offer any concrete methods for
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creating such mechanisms, but are the result of observation-based analysis. So, questions such as: what environmental constraints
affect the formation of persistent trust based mechanisms; what is the nature of trust/reputation in such groups or how can this
information be integrated into evaluating trust and reputation (if at all) are open to discussion.

The intuition behind this work is that mechanisms such as cohesive groups which, essentially act as incentives to cooperate in the
environment are the products of emergent behaviours. They are realised through understanding the effects of the constraints in the
environment and the topology of interactions. We therefore present a model of trust management that translates the consequences
of interactions between participants from private to public. To facilitate this, we divide the interaction process into three stages: (1)
the interaction between a principal and a trustee, which is a treated as a signalling game in which the trustee tries to maximise the
chances of its request being granted and the principal tries to minimise the threat posed by the actions granted; (2) the interaction
between a principal and a witness, which can be treated as cheap-talk game; (3) the process of self organisation in which principals
proactively select the participants from whom they obtain testimonies and reputation. These latter processes are outside the scope
of this short paper; however, the formulation below presents the first interaction model, were, the timing of the game follows the
traditional signalling game procedure. Given:

• A security categorisation,sec, is a tuple consisting of the objective and an impact level for each objective:

ObjectiveOBJ : OBJ = {confidentiality, integrity, availability}
ImpactIMP : IMP = {high,moderate, low, null}
A categorisation(sec): secacti

= {OBJ, IMP}

• An action is an atomic element representing a manipulation of a resource. Each action (acti) has associated with it a pre and
post-condition and a security categorisation representing the maximum threat it poses to the resource.

A procedure(proc): ∀ acti ∃ proci A post-condition(post): ∀ acti ∃ posti
A pre-condition(pre): ∀ acti ∃ preci A security categorisation(sec): ∀ acti ∃ secacti

The interaction between a principal (ap) and a trustee (ax) is determined by:

Types of agents: T = {malicious, good} Identity of trustee: ax

Set of principals’ actions: AC = {believe, disbelieve} Request for an action: req(ax, acti, γi)
Set of resources: Γp = {γ1, γ2 . . . γn} Trust in trustee: tr{ap, ax, γi}
Utility of trustee: Ux

tx∈T
(tx, reqx, acti) Utility of principal: Up(tx, reqx, acti) = min

acti∈AC
{secacti}

Principal’s belief in type ofax: µ
tx∈T

(tx|reqx) ∝ tr{ap, ax, γi}

Principal’s utility maximisation function: a∗(reqx) = max
acti∈AC

{g( µ
tx∈T

(tx|reqx), Up(tx, reqx, acti))}

Trustee’s utility function: max
∀req

{Ux(tx, reqx, a∗(reqx))}

III. C ONCLUSION

In this short paper, we motivated the need for distributed trust management in ubiquitous computing environments and identified
the central role to be played by social networks in this. In support of this, we introduced a game-theoretic formulation of the
interaction between principals and trustees.
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