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What is Reputation?

What is generally said or believed about a 
person’s or thing’s character or standing.

Oxford’s Dictionary
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What is Trust?

Trust is the extent to which one party is willing 
to depend on something or somebody, even 
though negative consequences are possible.

McKnight and Chervany 1996
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Trust and Reputation,
Not quite the same

“I trust you because of your good reputation.”
“I trust you despite your bad reputation.”
• Objective reputation (i.e. common opinion)
• Subjective trust (i.e. personal opinion) 
• Reputation influences, but doesn’t dictate trust.
• Reputation = sum of everyone’s subjective trust.
• Trust and reputation can change quickly.
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Extrinsic and Intrinsic Trust

Extrinsic Trust
• Cognitive
• Observed
• Recommendation
• Reputation
• External evidence
• Easy to manufacture
• Initial trust

Intrinsic Trust
• Affective
• Experienced
• Intimate relationship
• Internalised pattern
• Takes time to build
• Long term trust
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Confirm Trust

A Model for E-Commerce Trust 

Adapted from: Cheskin 1999
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How Reputation Systems Work

• Collect feedback about transactions.
• Compute reputation rating.
• Publish rating.
• Centralised or distributed systems.
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Centralised System
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The eBay Reputation System 
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Reputation System Challenges

• Ad hoc computation
• Collusion
• Change of identity
• Multiple identities
• Hard to get negative feedback
• Discrimination
• Fraud is on the rise
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Yhprum’s Law
(systems that shouldn’t work sometimes do)

• Buyers provide feedback despite having no 
rational incentive to do so.

• Negative feedback is hard to elicit.
• Present reputation systems are easy to 

manipulate.
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Market Efficiency Experiment

Source: Bolton,Katok,Ockenfels,2002
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Simulating the Effect of 
Reputation Systems on e-Markets
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• Selling and buying 
software agents.

• Programmed to 
maximize profit by 
being dishonest.

• Honesty pays with 
reputation system
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Recommendations and 
Transitive Trust 

Direct trust:

Indirect trust:
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Trust Types

• Direct trust = Trust for a specific purpose
• Indirect trust = Trust for recommending

(for a specific purpose)

• Primary trust  = Trust from own experience
• Secondary trust  = Derived trust from

recommendations
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Trust Transitivity

Trust gets weakened in a transitive chain.

trust trust trust

rec. rec.

weakened trust

A B C D

Notation: A : D =  A : B : C : D→
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weakened trust

Trust Combination

Parallel combination can strengthen trust

trust trust

rec.

rec.

strengthened 
trust

Notation: A : D =  (A : B : D), (A : C : D)→

A D

B

trust trustC
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Recommending Secondary Trust
DANGER
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Perceived topology: Hidden topology:
(A : B : E) , (A : C : E)  ≠ (A : B : D : E), (A : C : D : E)
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Hidden and Perceived Topologies
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(A : B : E) , (A : C : E)  ≠ (A : B : D : E), (A : C : D : E)
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Recommending Primary Trust SAFE
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Perceived and real topology: ((A : B : D) , (A : C : D)) : E
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Concluding Remarks

• Reputation and recommendations
– Extrinsic trust factors
– important for initial trust

• Experience
– Intrinsic trust factor
– Important for long term trust


