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1 Abstract

The role of reputation systems is to record the behavior of participants in an e-commerce
marketplace and then make information about each participants past behaviour avail-
able to potential transaction partners. Studies show that reputation systems have the
potential of improving the quality of online markets. Unfortunately current reputation
systems still suffer from various vulnerabilities. The information provided by reputa-
tion is intended for making decisions involving risk. It is therefore important to protect
the completeness and integrity of the feedback and reputation information and to ensure
that reputation systems are robust against deliberate malicious manipulation. Our work
focuses on the security aspects of reputation systems with the aim of developing a secu-
rity architecture for reputation systems. One problem is that participants are reluctant to
give negative feedback even when it is appropriate for fear of retaliation. For this reason
we have developed a solution for anonymity of feedback providers. This is important in
order to allow participants to provide negative feedback when appropriate without fear
of possible retaliation. Our solution [2] is based on cryptographic mechanisms; e-cash,
designated verifier proof and knowledge proof. In some settings it is desirable for the
reputation owner to control the distribution of his or her reputation information and to
only disclose it to intended parties. We have developed a solution for this based on cryp-
tographic certificates whereby the reputation owner can distribute his or her reputation
information while not being able alter that information without detection. Again our
solution is based on cryptographic mechanisms and digital certificates [2]. Apart from
providing solutions for privacy we have also described security architectures that cover
a combination of centralized and the distributed reputation systems [1]. Currently, we
are working on solutions for off-line reputation systems and P2P reputation systems.
For the former, we employ a proxy signature scheme and for the latter a ring signature
scheme.
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